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the guide provides detailed information
on malware samples, including indicators,
the methods they use, and description of
the attacks they execute. it also gives
access to the second and third stage
samples for each malware family. each
malware sample is independently
analyzed by multiple analysts. the
practice of sharing common analysis
guidelines, building a taxonomy, is a best
practice for analysts around the world. it
is also a most effective way of producing
consistent data across analysts as they
analyze the same data, and creates the
foundation of consistent, reliable
analyses. when collected, the publicly
available file is uploaded to virustotal as
the public file. this public file link is
provided to the analysts who analyze and
share the file. when additional malware
indicators are collected, they are added
to the public file as private indicators. this
process, regardless of the number of
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indicators, is repeated so that all
indicators are in the public file. download
the malware summaries to the right, you
will find links to the incident information.
this is very often the case when a new
incident is detected. the incident section
includes a description of the malware,
what actions were taken, and the
mitigation actions taken by the analysts.
this guide contains the most prevalent
types of attacks detected in the analysis.
in the downloads section, you will find the
common code for each attack. these are
the most common ways attackers use for
each attack. these attacks can be used as
indicators or be used in the analysis of
the malware samples.
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